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HOW DOES A BLOCKCHAIN WORK?

Islomjon Abdullayev,
Independent researcher,
islomjon7200@gmail.com)

Satoshi Nakamoto mentioned the Bitcoin as a combinational integration of e-
signatures, which can also be called “blockchain”. The blockchain creates a chance for
bitcoin transfer among users without a need for third parties (financial institutions).
The illustration of the blockchain usage can be exemplified with the Bitcoin in Figure
1. The reason behind why the e-currencies are called “cryptocurrencies” is that
blockchains such as Bitcoin utilizes cryptography to regulate the transactions. Balance
of the Bitcoin users are secured with a private key. The legal permission for
transactions is given by a group of users known as “miners”, they benefit from sharing
database and distributing processing and receiving additional bitcoins in exchange.

Cexyus Nol. Texnuxa ¢pannap / Technical sciences / Texuuueckue nayku



o “3aMOHaBUH HIM-paHra MHHOBALMOH éHauysap ”
SClen ce Pecny6/ivka unmuit-amannii koHpepeHuus matepuasiapu (TomkeHTt, 30 aBryct 2021 i1.)

through time and cpace

Figure 1. Working process of the Bitcoin blockchain
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*With the help of the public key, the user can send money to any account, however,
private key is the one that allows to release the money out of the wallet.

What is in a blockchain?

No matter how complex is the blockchain, it is also a type of platform in which
transactions are recorded and copied to the all computers in the network. Therefore, a
blockchain is also known as ““a distributed ledger”. A blockchain consists of blocks and
these blocks are used to store the data. A block has two basic integral parts:

eIt is header that consists of metadata such as a reference number, creation time
of the block and the link between current and previous block.

e |t is content, which works as a history for the database and includes confirmed
list od electronic assets, previous transactions and their capacity and address of the
parties.

Taking the latest block of the chain in to consideration, the history of other blocks
linked to the current one can be viewed and this makes all the blocks from the very
first one to the last available and verifiable. Since the use of crypto currencies has been
raising rapidly, verification process has become harder and this process eased by
blockchains.
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What are the differences between public and private blockchains?

Blockchains can be divided to public and private as other types of database. The
bitcoin can be example of public one since there is no restriction to write or read any
data from the ledger with appropriate bitcoin software. On the other hand, private
blockchains include the participants called a priori and acquires the right to update the
ledger. The public and private blockchain participants may be from the same or
different organization and the relationship among them are regulated with informal
arrangements, formal contracts or confidentiality agreements.

When there is no trust among the participants, the public blockchains need extra
mechanisms to promote the integrity of the data. As there is no authority to regulate
the works of the participants in the decentralised network, this adds complexity to the
process. In an example of the bitcoin blokchain a new transaction to the blockchain can
only be added if the complex mathematical problem (“proof-of-work™) is solved by the
participant. The process indicated above is known as “mining”. The miners’ effort to
solve the mathematical problem without being familiar with each other indicates the
validity of the transactions.

What alternatives are there to the Bitcoin blockchain?

A blockchain is used in many ways. Recently, different types of blockchain, to
gather with bitcoin blockchain, have become popular. However, they have not reached
the same level as the bitcoin blockchain despite their additional benefits such as higher
speed, higher volume of data storage and higher level of functionality. Litecoin is one
example of the competitor for bitcoin with lower data capacity, but higher speed in
transactions. Moreover, one of the simpler type of chain of blocks creation with lower
cost on international payment through bank and non-bank financial institutions is the
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Ripple Transaction Protocol. The way of validating the transactions on Bitcoin and
Ripple’s distributed ledger differs with the proof-of-work and consensus respectively
due to level of trust.

On the other hand, Ethereum is an open-source funded project like the Bitcoin
blockchain, however gives a chance to network participants to regulate their own
contracts and follows a certain rules and regulations. The most important aspect is the
smart contracts that can allow the transformation of the business initiatives in different
industry sectors. In figure 2, the way in which Bitcoin-based smart contracts opens the
way for transparency in investment banking.

Figure 2. Using the Bitcoin blockchain for smart contracts
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Additionally, existing cloud platforms of the technology companies like
Microsoft have been making available “Blockchain-as-a-Service” (BaaS). Developers
from organizations are prompted by BaaS to deploy private and semi-public
blockchains using Bitcoin, Ripple, Ethereum and other protocols.

What blockchains are common to all blockchains?

eReal-time distribution of a blockchain occurs in a number of computers: the
blockchain do not have a central governance body and one copy of the records is
accessible for users and participants of the network. Therefore, there will not be need
for central governance through financial bodies like banks and brokerage firms.
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¢ A blockchain uses many participants in the network to reach consensus: the
computers of the participants are highly used for authenticating and verifying the
blockchain and escaping from the repetition of the same transaction. New blocks are
allowed to adopt only if the majority of the participants verifies them.

¢ A blockchain uses cryptography and digital signatures to provide identity: the
transactions can be linked to the cryptographic identities, that are anonymous and gives
possibility to define real-life identities through dealing reversely.

¢ A blockchain is time-stamped: transactions on the blockchain are time-stamped
and this helps to track and verify the information.

oA blockchain is programmable: the blocks includes the instructions in it, for
instance “if” this “then” do that “else” do this, permits the transactions to happen if
certain conditions are matched.

How does a blockchain deliver value?

The nature of Systems, which are working for processing transactions, are not
centralized and distributed as the nature of blockchain. Blockchain helps to make
current value creation process to be more transparent and user-friendly for some
applications. Figure 3 visualises this. One of the developers of the blockchain, Jeff
Garzik, advises not to use and rely on it too much: “Do not try to stuff every feature
into the Bitcoin protocol. Let do it what it does best. Built systems on top of Bitcoin
which use its strengths.... Putting all the world’s coffee transactions, and all the
world’s stock trades, and all the world’s Internet of Things device samplings, on the
Bitcoin blockchain seems misguided”.

Applications that works with blockchain concerns with both practical and
philosophical limits. Thinking more deeply, linking user with institutions using shared
ledger gives a chance to end frictions to make transactions faster and cheaper.
Blockchain makes organisations to be more different from traditional business in terms
of value creation.

Blockchain seems to be obstacle for traditional value exchange institutions such
as banks.

The disintermediation is threatened by public blockchains due to connection with
peer-to-peer networks. Consumers benefit from the value that came back from the main
institutions.

It is also important to claim that during the time when the major transactions
benefits from decentralised approach of blockchains, there are still other transactions
that should be dealt with traditional approach (veto suspect transactions) despite extra
complexity.
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