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Abstract. Intrusion Detection Systems (IDS) play a pivotal role in safeguarding
networks against cyber threats. To effectively develop and evaluate IDS solutions,
access to diverse and comprehensive datasets is crucial. This article explores the
importance of datasets for intrusion detection, highlights key requirements for such
datasets, and discusses notable datasets and their features commonly used in the field.
By understanding the value of high-quality data, researchers and cybersecurity
professionals can better address the evolving landscape of network attacks and fortify
their defense mechanisms.

Keywords: Intrusion Detection Systems, Network Security, Datasets, Cyber
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Introduction

With the proliferation of network-connected devices and the increasing
complexity of cyber threats, the importance of effective Intrusion Detection Systems
(IDS) cannot be overstated. IDS serve as the first line of defense in identifying and
mitigating unauthorized access, malicious activities, and network anomalies. To
develop robust IDS solutions and assess their performance, researchers and
practitioners rely heavily on datasets that accurately represent real-world network
traffic and attacks.

This article delves into the significance of datasets in the realm of intrusion
detection, outlining essential requirements for datasets, discussing prominent datasets
available for research and analysis, and highlighting their distinctive features.

Requirements for Datasets:

To be effective, datasets for intrusion detection must meet specific criteria:

Realistic Representation: Datasets should emulate real-world network traffic,
encompassing various protocols, traffic volumes, and patterns. This realism is essential
to train and test IDS models effectively [5].
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Labeling and Ground Truth: Annotated labels identifying normal and
anomalous network traffic are crucial. Ground truth data helps evaluate the accuracy
of IDS solutions and measure their performance.

Diversity of Attacks: Datasets should cover a wide spectrum of attack types,
including known and unknown threats. This diversity ensures that IDS can detect both
common and emerging threats.

Scalability: Scalable datasets allow researchers to study network behavior at
different scales, from small-scale local area networks to large-scale enterprise
networks.

Privacy and Ethics: Adherence to privacy and ethical considerations is vital
when creating or using datasets. Anonymization techniques should be employed to
protect sensitive information [3].

Datasets and Their Features to Detect Network Attacks

Several datasets are widely used in the field of intrusion detection, each offering
unique features and challenges. Some notable datasets include:

KDD Cup 1999: Derived from the 1998 DARPA Intrusion Detection Evaluation
Program, this dataset is a benchmark for evaluating IDS. It contains a vast number of
features and covers various attack scenarios [1].

NSL-KDD: An improved version of the KDD Cup 1999 dataset, NSL-KDD
addresses some of its limitations, including redundancy and lack of representation of
modern network attacks [2].

CICIDS2017: Focused on modern cyber threats, this dataset provides a
comprehensive collection of benign and malicious traffic, including Distributed Denial
of Service (DDoS) attacks and botnet activity [4].

UNSW-NB15: This dataset, designed for machine learning-based intrusion
detection, comprises diverse network traffic, spanning multiple attack categories and
protocols.

CTU-13: A dataset created from real network traffic captures, CTU-13 includes
a range of contemporary attacks, such as botnet, DoS, and malware-related activities.

AWID: Focusing on Wireless Intrusion Detection Systems (WIDS), the AWID
dataset includes both benign and attack traffic in Wi-Fi networks, making it valuable
for WIDS research [5].

Table 1. Comparison of datasets by basic criteria’s
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Conclusion

Intrusion Detection Systems are indispensable in safeguarding network security,
and their effectiveness is heavily reliant on the quality of the datasets used for
development and evaluation. By adhering to specific requirements and utilizing diverse
and representative datasets, researchers and cybersecurity professionals can enhance
the accuracy and robustness of their IDS solutions. As cyber threats continue to evolve,
staying abreast of the latest datasets and their features is paramount in ensuring the
resilience of network security systems.
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