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OBHIEJOCTYIIHBIE BCIIOMOI'ATEJIBHBIE CEPBUCHI
YCTAHOBJIEHUS TEPCOHAJIBHBIX JAHHBIX U HHOM
3HAUYUMOM UH®OPMAIIUU B JEATEJIBHOCTH
COTPYAHUKOB ITPABOOXPAHUTEJIbBHBIX OPI'AHOB

[louckoBeie MepompusiTus B cetd HHTepHeT ¢daKTHYECKU
IPEJCTABISAIOT COOOM IMOUCK, COOp M aHaJIM3 CBEJACHUN U3 OTKPBITHIX
UCTOYHMKOB. Takoit Bua nesreabHoCTH MpuHATO Ha3biBaTh OSINT (Open
Source Intelligence, nwin pa3Beka Ha OCHOBE OTKPBITHIX UCTOYHUKOB).

OSINT nox Tem UM UHBIM Ha3BaHUEM CYIIECTBYET YK€ COTHHU JIET.
Uctopuss OSINT naumnaercs ¢ ¢opmupoBaHus B jaekadbpe 1941 rona
Cmyx0b61 MoHHTOpUHTA 3apyOekHbix TpaHcisaiui (Foreign Broadcast
Monitoring Service, FBMS) B Coeaunénnpix IllTaTax Amepuku s
M3YUYCHUS] MHOCTPAHHBIX TpaHCHAui. COTpYHUKHU CIY>KObI 3aITUCHIBAIM
KOPOTKOBOJIHOBBIE TI€PEIa4Y¥ Ha IUIACTUKOBBIC JHUCKH, IIOCIE YEro
OTAEIbHBIE MaTECpUAIbl MEPENUCHIBATUCH U MNEPEBOAWINCH, a 3aTEM
OTHPaBISJIUCh B BOCHHBIE BEJOMCTBA M IOJIaBajluch B (dopMmare
€KEHEECIBHBIX JTOKIAIO0B.

B Hactosimee BpeMsi BRICOKME TEXHOJIOTUM MTOBCEMECTHO BOIIUIM B
KU3HBb MOUYTH KXKJI0ro yeiaoBeka. Jlroau Bce 00Jibllie BpeMEHU MPOBOJISIT
B COLIMAIIBHBIX CETIX, MECCEHKEepaxX, WHbIX WHTEepHET-TIomaaKax,
OCTaBJIsAsl Ha MpocTopax cetu HHTepHET JuuHyro HHGOpPMAIHIO, HE
3ayMBIBasICh O BO3MOKHOCTSIX €€ HCIIOJIb30BaHUSI APYTHUMU JFOAbMH.
JlaHHblld  (paKT TpU NOHUMAHUM CUTYallMd B KOTOPBIX MOXKHO
BOCIIOJIb30BAaThCSl CE€ThI0 MHTEpHET, MOXET CYIIECTBEHHO OOJIETUYUTH
paboTy COTPYIHUKOB MPABOOXPAHUTEIILHBIX OPTaHOB.

HMHTEepHET MOJIOH pa3IMYHbIX JAaHHBIX. B HEM MOKHO HAlTH JaHHbIE
C MECT TMPOHUCIIECTBUNA, KaTacTpod, TEpaKTOB W HHBIX CHUTYyalUM,
NpUBJICKAIONIMX BHUMaHuE oAed. OH mojgoH uH(opmanuu, KoTopas
MOYET MOCITYKUTh JOKA3aTEILCTBOM WJIA OITPOBEPIKEHUEM TEX WIIU UHBIX
coObITuii. Hy>KHO Ul HAYYUThCS pad0TaTh C YKa3aHHOM HH(pOpMaITUEH.
B PecnyOnnke benapych npuHUMArOTCSI MEphI K Pa3BUTHUIO HAITPaBICHUS
10 MOMCKY TAHHBIX B OTKPBITHIX UCTOUHUKAX ceTu MHTepHeT. Tak, ¢ 2019
rona B Axagemun MBJ[ PecnyOmuku benapych ocylecTBisieTcs

» MenepanbHblii 3ak0H 0T 30.12.2021 Ne 501-®3 «O BHeceHNH U3MEHEHUN B YTOJIOBHO-
nporeccyainbHbli Kosieke Poccuiickoit deneparumy» /C3 PO. 2022. Ne 1. Cr. 70.

" HauanpbHUK Kadeapbl ONepaTUBHO-PO3BICKHOM JEATENbHOCTH (DaKyabTeTa KpPUMHUHAIBHON
v Axkagemun MBJ Pecniyonuku benapych, KaHIUAaT IOPUAWYECKUX HAYK, JOLEHT,
ITOJIKOBHUK MWJIMLIUU
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NOATOTOBKAa KYpPCAHTOB TIO HANpPaBJICHUIO OINEPATUBHO-CIYXKEOHOM

JNEATENbHOCTH «ITporuBonencreue
KHOEPIPECTYTHOCTH U KOMIIbIOTEpHAsl pa3Be/lkay B pamMKax KOTOPOTO,
Hapsaay ¢ Apyrumu tremam, uzydaerca u OSINT.

Kak npaBuiio, mpaBoOXpaHUTEIbHBIMU OpPTaHAMU OCYIIECTBIISETCS
MOUCK UHPOPMAIIH O COOBITHUSX, TNOO0 0 MoaX. C MOUCKOM CBEICHUM O
COOBITHSIX MEHBIIIE CIOKHOCTEH, a BOT HAWTHU YEJIOBEKa, OCOOCHHO €CJIH
OH ATOr0 HE OYEHb XO4YET, CJIO)KHEEe. TeM He MEeHee, €ClId YeJIOBEK
ABJISIETCS] AKTUBHBIM TOJIb30BaTeNeM MHTEPHET, UCTIOIB3YET COLIMATbHBIE
CETU, MECCEH]IKepbl, THTEepHET-0aHKUHT U UHBIE JOCTYIHbBIE YJ100CTBa,
TO O HEM MOKHO y3HaTh Kak MUHUMYM UMs (t03ep ID, HuKHEeM (JIoruH)),
dbaMuInio; Mo, aTy U MECTO POXKACHHS; MECTO >KUTEIbCTBA, y4eObl,
pabotel; E-mail; Homep Tenedona; xoO0M; HalIM4ue TPAHCIIOPTHOTO
CpeACTBa; MOJYyYUTh (oTOTpaduu U BUICOU300pAKEHUS U T. .

JIns TONydeHHs] TaKUX CBEICHHI WCIOIb3YIOTCS pa3IudHbIE
metoabl OSINT, 0 KOTOPBIX, C HEKOTOPBHIMH YIPOIICHUSMH, OyAET
u3JI0KeHOo nanee. [Touck nHpopMaum o JHOISIX MOXKET OCYIIECTBIISITHCS
KaK TPaJUIMOHHBIMU TMOUCKOBBIMU cucTeMamu (Hampumep, «Googley,
«Yandex» W aAp.), TaKk U C MCIOJIH30BAHUEM TMOUCKOBBIX (YHKIIHMA
1[eJIeBBIX (DOPYMOB, COLIMATBHBIX CETEN, MHBIX PECYPCOB.

Haunbonee  4yacto  HCHOJNB3YyeMBIMM W YHHUBEPCAJIbHBIMU
MHCTPYMEHTaMU SBJISIOTCS MOUCKOBBIE cUCTeMbl «Googley, «Yandex»,
«Rambler.ru», «Yahoo.com», «Bing.com», «Duckduck.go» wu np.
JIoCTaTOYHO BHECTH B MOMCKOBOW CTPOKE B KaBbIUKAX (PaMUIIUIO U UMS
MHTEPECYIOIIEro Bac 4YejioBeKa U OyJieT OTOOpakeH pe3yJsibTaT MOUCKA.
bnarogaps coxpaHeHHIO KO MMOMCKOBBIMU CUCTEMAaMU B PAJIE CIIyUYaeB
MOHO MOJYYUTh NOCTYI K MHTEpEecyrolleil uHpopMalnu, Taxke €CiIu
opurnHaibl THTepHET-CTpaHuI] 3a0JIOKUPOBAHBI UJIN YAJICHBI.

CyllecTBYIOT MW CHEHUAIM3UPOBAHHBIE CEPBUCHI I TOUCKA
AKKAyHTOB  COLIMAJIBHBIX ceTel, Hanpumep «Haitu 4enoBekay
(https://poisk-cheloveka.ru). [Jannbiit cepBuc cobupaer HHGOPMAIIHIO O
JIONISIX W3 OTKPBITBIX 0a3 jgaHHbIX WMHTepHeTa. s oCyIliecTBICHUS
MOMCKA WCIOJIB3YIOTCA JAHHBIE U3 OTKPBITBIX HMCTOYHUKOB, BKIIOYas
TaKhe colHalbHBIE ceTH, Kak «OnHokiaccHUkm», «BKonrtakrtey,
«Facebook» n «Twitter». AnTbTepHATUBHBIM CEPBUCOM MOMCKA JIFOJICH B
COLUATBHBIX CeTSIX ABJIACTCSA pecypce «Mail.ru»
(https://go.mail.ru/search_social).

[Touck nmroAel MOKHO Take OCYLIECTBIISITh HEMOCPEICTBEHHO Ha
caliTax COLMAJbHBIX CETEe MO MMEIOUIEHCS HCXOAHOM HH(pOpMaLUU
(0ObryHO UM U (DamMUIIKs, BO3MOKHO HCIOJIb30BAHUE BBIMBIIUICHHBIX
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HUKHEHMOB, HOMEpY TeledoHa WU aApecy AICKTPOHHOM MOYTHI), IS
KOHKPETH3allUh TIOMCKa WCIOJIb3yeTCs (UIbTpanus 10 PETHOHY,
BO3pACTy U APYTUM IapameTpam.

BakHoe 3HaUeHME TPH OCYIIECTBICHUU MMOMCKOBBIX MEPOTPHUATHI
B ceTU MHTEepHET MMeeT MOKUCK IO 3aJJaHHOMY M300pakeHUI0 (1IuppoBOi
dboTomopTpeT, aBaTap, PUCYHOK, (PparMeHThl (POTO W Tp.), a TaKKe
ujeHTUUKAUS Jdila, H300pakeHHOro Ha Hed. s 3Tux ueneut
PEKOMEH/IyeTCS MCIOJIb30BaTh CJICIYIONINE OHJIAaH-CePBUCHL: «SIHIEKC-
kaptunkn»  (https://lyandex.ru/images/);  «Google -  images»
(https://images.google.com/); «Mail.ru - images»
(https://go.mail.ru/search_ images); «Tineye» (https://tineye.com/).

Bo3MmoxxHBI Takke mouck mo ¢oTorpaduu M COOTBETCTBYIOIIAS
UACHTU(UKAIIAS B COIIHAIBHBIX CETSIX C HCIOJb30BAaHUEM CIIETYIOMINX
oHyaiH-pecypcoB:  https://findclone.ru/, https://pimeyes.com/en/,
https://search4faces.com/.

[Touck o ¢oto B cetrt UHTEpHET MOYKHO OCYIIECTBUTH C IIOMOIIIBIO

CJIEAYIOLINX OHJIANH-CEPBUCOB: «SHIEeKC-KapTUHKI
(https://yandex.ru/images/); «Google - Images»
(https://images.google.com/); «Mail.ru - images»

(https://go.mail.ru/search_ images); «Tineye» (https://tineye.com/).

Bo3MoxHbl Takxke mouck mno ¢dororpadur U COOTBETCTBYIOIIAS
UJECHTU(UKAIIUS B COUMAIBHBIX CETAX C HUCMIOJIb30BAHUEM CJICTYIOITUX
oHnaita-pecypcos:  https://findclone.ru/, https://pimeyes.com/en/,
https://search4faces.com/.

CrnenyroT OTMETHUTh, YTO JJAHHBIE CEPBUCHI TIO UJICHTU(UKALINY JTUTIA
yepes ero poronzoopakeHue IBISETCS MOJE3HBIM B pab0TE COTPYTHUKOB
IPaBOOXPAHUTEIBLHBIX OPTaHOB HE TOJIBKO B BBHIIIIEYKA3aHHOM CIydae C
MECCEeHPKEpaMU, HO TaKXKe€ B CiIydyae HEOOXOJIUMOCTH UIACHTU(PUKAIIIN:
HEOIMO3HAHHOI'O Tpyna, JU0O Julla, KOTOPOE B CHJIY BO3pacTa WIH
COCTOSIHUSI 370pOBbS HE MOXKET COOOImHUTh O ce0e CBeAcHUS,
MO03PEBAEMOT0 B COBEPIIICHUH MPECTYIJICHUS, H300PaKEHUEKOTOPOTO

OBLIO 3anevyaTieHo KamepaMu
BUJICOHAOIOICHUS U B MHBIX CITydasX.

[IporpamMMHBI€ CEPBUCHI C BO3MOKHOCTHIO UICHTU(HUKAITNY JIUIIA IO
dboTo B cetu MHTEpHET HE pa3 MOMOrajo OMEPAaTUBHO peliaTh 3ajJayd,
CTOSIIME Tepell COTPYAHUKAMU MPABOOXPAHUTEIIBHBIX  OPTaHOB.
CnocobcTByeT 3TOMy U AeiicTByromass B Pecny6nuke benapych
«PecnyOnukaHckas cucremMa MOHHUTOPHUHTA 0OI11IeCTBEHHOM
0€30IMacHOCTH», KOTOpasi MO3BOJSET UACHTHU(PUIMPOBATH  JIUIO,
MoTaBIIIee B MOJIE 3pSHUS KaMep BUICOHA0II0IeH s JTO0 1o (oTo.
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ITonyuennyto B pesyiabrate OSINT umHbpopmamuio HEOOXO0IUMO
(UKCHUPOBATH HEMOCPEJICTBEHHO B MPOIECCE €€ MOMCKa MOCPEICTBOM
CO3JIaHUsA  «CKPUHIIOTOB»  (TpaMyecKuX OTOOpaXKEHHH HKpaHa),
coepKallluX, MO BO3MOXHOCTH, HE TOJBKO CaMH CBEJICHHUS, HO H
AJIEKTPOHHBIN aJIpec pecypca UxX pa3MelieHus, JaTy MyOJuKaluu, NpoYue
CONMyTCTBYIOIIME cBeAcHUs. [lonydeHHblE B XOJ€ MOHCKA JaHHBIE
(UKCUPYIOTCSI HA MarHUTHOM HOCHUTEJIE U MPHUOOIIAIOTCS K MPOTOKOIY
OTIEpPaTUBHO-PO3BICKHOTO Meponpusitusa «lccrnenoBanue mnpeamMeToB U
JOKYMEHTOB, KOMIBIOTepHON HHPOpManny. B nanpHeleM yka3aHHbIE
MaTtepualibl MOTYT OBITh TPUOOIIEHBI K YrOJOBHOMY [Ny H
UCIIOJIb30BATHCS B JIOKA3bIBAHUMU.

Cnucok aureparypsbl:

1. HewmmartoB, Xacyp. "Meromonorudeckass OCHOBa U TpeOOBaHHS K
TAaKTUICCKUM  TpPHEMaM  TPOBEJCHHS  JONpOca  YYaCTHUKOB  YTOJIOBHOTO
cynompousBojactea.” in Library 20.1 (2020): 56-57

J1.)K.CYIOHOBA™
LA®POBU3ALIMS YTOJOBHOI'O CYAONPONU3BOJICTBA

Buenpenue B cyAeOHYIO  JEATEIBHOCTh  MH(OPMAITMOHHO-
KOMMYHUKAITMOHHBIX TEXHOJIOTUM HE SIBUJIOCH HOBIIECTBOM, KOTJ[a CTAJIO
u3BectHo 0 manHjgemun COVID-19, kak 0 1100aJIbHOM BBI30OBE BCEMY
MHUPOBOMY c00011ecTBY. K 3TOMYy BpeMeHH CyJibl MHOTHUX TOCYJapCTB, B
TOM 4KcCJie Y30eKUCTaHa, UCIOIb30BaI B YTOJIOBHOM CYAOTPOU3BOJICTBE
OTBIT NPOBEAECHUS CYJIEOHOTO pa30UpaTENIbCTBA B PEXKUME  BHJIEO-
koHpepenicBszu  (BKC), aBromarudeckoro pacmpeieieHus e,
3aKpeIUICHUs] XOJa W PEe3YyJbTaTOB CJEJICTBEHHBIX IEUCTBUU ayJIuoO-,
BUJICO3AIUCIMU, OMMYOJIMKOBAaHUS CY/I€OHBIX pellieHui B ceTu HTEpHET,
HaIpaBJICHUS HCIIOJHUTENBHBIX JOKYMEHTOB Ha TMPUHYIUTEIBHOE
HCIIOJTHEHHE B JIEKTPOHHOM (hopMate H JIp.

[Tpumenenue cygamu UGPOBBIX TEXHOJIOTUN B Y30€eKUCTaHe OepeT
ceoe Hayaino c¢ npunstTueM I[locranoBnenuss KaOunera MuHuCTpPOB
Pecnyonuku VY30ekucran «O Mepax MO BHEAPCHUIO B JCSTEIBHOCTH
CyJIOB COBPEMEHHBIX MH(POPMaIMOHHO-KOMMYHUKAIIMOHHBIX
TexHoiorui» ot 10 mexadbps 2012 roma, KoTopoe SBUIOCH OCHOBaHHUEM

7 JIOKTOp IOPUAMYECKUX HAYK, Tipodeccop Kadeapsl «YTOIOBHO-TIPOIECCYaTbHOTO MPaBay,
TamkeHTCKU rocy1apCTBEHHBIN IOPUIUYECKU YHUBEPCUTET
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