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AHHoOTauMa: PacciefoBaHue MNpPeCTyNJIEHWH, CBfI3aHHBIX C HapylleHWeM MpaBUJI
uHpopMaTusauuu B Pecniy6/ivke Y36eKHUCTaH, NpeJCTaBAsIET COO0M aKTyalbHYI0 U CJI0KHYIO
3a/a4y B YCJAOBUSIX LUPPOBOW TpaHchopManuu ob6uiecTBa. B pamkax [eHCTBYHOILIEro
3aKOHO/|aTe/IbCTBa, BK/I04Yasa 3akoH Pecybimku Y36eknuctaH «06 undpopmarusauun» (2003)
M MHble HOPMAaTUBHbIE aKThl, K TAKUM IpPECTYNJIEHUAM OTHOCATCH HeCAaHKLIMOHUPOBAHHbIN
JIOCTyl K MWHQPOpPMallMOHHBIM CHUCTeMaM, YyTe4YKU JaHHbIX, KubepaTaky, a TakKxke
HecoO6J1t0/leHre TPe6GOBaHUH 110 3alUTE KPUTHYECKU BaXXKHOU UHPpACTPYyKTyphl. KitoueBbIMU
Cy0O'beKTaMH paccje[joBaHWs BbICTYMAIOT ClelUaJu3UupOBaHHble NoapasaeneHus MB/l u
Cy>k6b1 TOCyJapCTBEHHOW 6€301aCHOCTH, COTpyAHUYawInue ¢ IT-akcnepTamu AJj1s aHaIu3a
U PPOBBIX C/I€/I0B, MIPOBEEHUS KUOEPHETUYECKON IKCIIEPTU3bI U 00eclieYeHUs] COXPAaHHOCTH
3JIEKTPOHHBIX JO0Ka3aTeJbCTB. OJHAKO MPOLLECC OCJO0XHAETCS JAUHAMUYHBIM pPa3BUTHEM
TEXHOJIOTUH,  HMCIOJIb30BaHHWEM  3JIOYMbIIIJIEHHUKAMHA  MEeTOJOB  WHUPpPOBaHUSA U
AHOHMMM3allUMY, a TaKXKe TPAHCTPAaHUYHBIM XapaKTepPOM KUOepnpecTylJeHUH, Tpeoyolum
MeX/[yHapoAHOTo B3auMoeicTBus. HapyueHus B cdepe nHGopMaTHU3aLUU HECYT PUCKU AJIs
HallMOHAJIbHOM 0e30MacHOCTH, 3KOHOMHMKHU M MPUBATHOCTHM TpaKJaH, 4YTO OCOOEHHO
KPUTHYHO B KOHTEKCTEe peasiM3allMyd ToCyAapCTBEHHbIX MNpPOrpamMMm Mo LUdpOBU3ALUU.
dddeKkTHUBHOE pacciiejoBaHHE TAKUX JleJl CIIOCOOCTBYET YKPEIJIEHHUIO AoBepHs K IIUPPOBBIM
cepBUCaM U NpPeAOTBPAlEHUI0 peNyTallMOHHbIX NOTepPbh. /i noBbilieHUs 3QPEeKTUBHOCTU
60pbObl C TOAOOHBIMH MPECTYIJIEHUSIMH aBTOPbI MOJAYEPKUBAIOT HEOOXOJHUMOCTh
MOJIEpHU3allMd TeXHUYEeCKUX PpecypcoB IMpPaBOOXPAHUTE/NbHbIX OPraHoOB, paclIMpeHUs
MOATOTOBKU KaIpOB B 06J1aCTU KU6epOe30NacHOCTH, aKTya/IM3al[Mi 3aKOHOATeIbHOU 6a3bI
Y pa3BUTHUSA MEXJYHAPOHOT0 COTPYAHUYECTBA. AHHOTALUS aKLeHTUPYeT BaXKHOCTb GaJslaHca
MeX/ly TEeXHOJIOTMYEeCKUM IpOrpeccoM M IMpPaBOBbIMU TapaHTHUSMH, 06ecrneynBaroOlIMMHU
6e30MacHOCTb UHPOPMALMOHHOTO MPOCTPAHCTBA Y36€eKUCTaHa.

Abstract: The investigation of crimes related to violations of information technology
regulations in the Republic of Uzbekistan presents an urgent and complex challenge in the
context of society's digital transformation. Within the framework of current legislation,
including the Law of the Republic of Uzbekistan "On Informatization" (2003) and other
regulatory acts, such crimes encompass unauthorized access to information systems, data
breaches, cyberattacks, and non-compliance with critical infrastructure protection
requirements. The key entities responsible for investigations are specialized units of the
Ministry of Internal Affairs and the State Security Service, which collaborate with IT experts to
analyze digital traces, conduct cybernetic examinations, and ensure the preservation of
electronic evidence. However, the process is complicated by the rapid advancement of

technologies, cybercriminals' use of encryption and anonymization techniques, and the
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transnational nature of cybercrimes, which necessitates international cooperation. Violations
in the sphere of informatization pose risks to national security, the economy, and citizens'
privacy, which is particularly critical in the context of implementing state digitalization
programs. Effective investigation of such cases contributes to strengthening trust in digital
services and preventing reputational damage. To enhance the effectiveness of combating such
crimes, the authors emphasize the need to modernize the technical resources of law
enforcement agencies, expand personnel training in the field of cybersecurity, update the
legislative framework, and develop international cooperation. The abstract highlights the
importance of striking a balance between technological progress and legal safeguards ensuring
the security of Uzbekistan's information space.

KiroueBble ciioBa: UHPopMaTU3anus, kubepaTaka, iudpoBble cle/ibl, MeXXyHapogHOe
COTPYZAHHUYECTBO, TPAHCTPAHUYHOCTb.

Keywords: Informatization, cyber attack, digital traces, international cooperation,
transboundary.

1. AKTya/IbHOCTb TE€MBbI:

B ycnoBuax nudpoBu3aluy U aKTHUBHOIO pa3BUTHSA MHPOPMALMOHHBIX TEXHOJOTUMH B
Y36ekucTaHe BoO3pacTaeT 3HAYMMOCTb 3alUTbl MHPOPMAILMOHHBIX CUCTEM U JAHHBIX.
HapyuieHnus npaBu/ nHGOpMaTU3aLMKA CTAHOBATCS CePbe3HOM YyIrpo30# [J1s1 HAallMOHAJIbHOU
6e30MacHOCTH, 9KOHOMHUKH U NPaB Ipak/iaH.

2. IIpaBoBa< 6a3a:

3aKkoHo1aTebCTBO Pecniy6/1MKY Y306€eKuCcTaH, BKI04Yasa 3akoH "O6 nuHdopMaTrU3auuu” 1
YroJoBHBI KOJleKC, TpeAyCcMaTpUBaeT OTBETCTBEHHOCTb 3a HapylleHUss B cdepe
uHpopMaTusanuu. K HUM OTHOCATCA HECAaHKLUOHUPOBAHHBIA JOCTYyH K JaHHBIM,
pacnpocTpaHeHUe BpPeJOHOCHOTO IPOrpaMMHOTO obeclieyeHUs], HapylleHue MpaBUJ
3KCIJIyaTalii UHPOPMALMOHHBIX CUCTEM U JP.

3. 0co6GeHHOCTH pacceA0BaHUS:

- CnokHOCTBh c6opa jokasaTeabcTB: [Ipectynyienus B chepe nHGoOpMaTU3aALMU YACTO
COBEPIIAIOTCA €  HCHOOJb30BaHMEM  AHOHMMHBIX  TEXHOJIOTMH, 4YTO  3aTpy/JHSeT
UJleHTUPUKALUIO 3/I0YMbIILIJIEHHUKOB.

- Heob6xoauMocTh chnenuanbHbIX 3HaHUW: PacciefoBaHue TpebyeT MNpUBJEYEHUS
3KCIepToB B 06J1acTH KubepbeszonacHocTU U [T-TexHoI0THIA.

- MexxayHapoZiHOe COTpyAHUYeCTBO: MHOrHe NnpecTyn/eHUusl HOCAT TPaHCIPaHUYHbIH
XapakKTep, 4YTO TpebyeT B3aUMO/eHCTBHUS C IPAaBOOXPAHUTENbHBIMU OPraHaMHU JIpyTUX CTPaH.

4. [Ipo61eMbl ¥ BbI3OBBI:

- HepocraToyHas OCHalleHHOCTb NPAaBOOXPAHUTEJbHbIX OPraHOB COBPEMEHHBIMU
TEXHOJIOTUSIMM JIJISl paccie/loBaHUs KUOepIpecTynieH .

- HexBaTKa KBa/IMPUIIMPOBAHHBIX KaZ[pOB B 06/1aCTH KUOEpP6e30MacHOCTH.

- BeicTpoe pa3BUTHE TEXHOJIOTHM, Olleperkarollee 3aKOHOAATEbHOE PETyJIMPOBaHUE.

5. PekoMeHAanuu:

- YcuieHue TeXHUYeCKOW 6a3bl MPaBOOXPAaHUTENbHBIX OPraHOB.

- TlogrotoBka cHenuanauMcToB B 060s1aCcTU KUOepbe3omacHOCTM U LUPPOBOU

KPUMHUHATUCTUKHU.
- CoBeplIeHCTBOBaHUE 3aKOHO/ATeJIbHOW 6a3bl C y4€eTOM COBPEMEHHBIX BbI3OBOB.
- Pa3BuTHE MeX/AYHApPOAHOI'0 COTPYAHUYECTBA B 60pbbe ¢ KHGepnpecTynHOCThIO.
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6. 3aKk/II04YeHueE:

dddekTUBHOE paccieZjoBaHHMe NPECTYIJIEHUH, CBSI3aHHBIX C HapylleHWeM MpaBuUJ
MHbopMaTHU3aLMY, TpebyeT KOMILJIEKCHOTO M0/X0/1a, BKJIKYaIEro NpaBoBble, TEXHUUECKHUE
¥ OpraHU3allMOHHbIe Mepbl. ITO MO3BOJUT 00€CIEYUTh 3aAUTY UHPOPMALIMOHHBIX CUCTEM U
JIAaHHBIX, YTO SIBJISETCS BaXKHbIM YCJI0BUEM /151 yCTOMUMBOTO pa3BUTUS IIUPPOBOMA IKOHOMUKHU
Y3b6ekucraHna.

KoHnctutynus Pecny6siikuy Y36eKuCTaH.
YrosioBHbI# Kogekc Pecniy61mky Y36ekucTaH.
KomMmeHTapui k OcobeHHol yacTu YrosoBHoro Kogekca Peciy6siiku Y36ekucTaH.

3akoH Pecny6sinku Y36ekucrtaH “O kubep6e3onacHoCcTH .
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3akoH Pecny6sinku Y36ekucrtas “O6 uHopMaTusaguu”.




